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Introduction

Although we see literally hundreds of Google searches throughout this book, sometimes it’s
nice to know there’s a few searches that give good results just about every time. In the con-
text of security work, we’ll take a look at 10 searches that work fairly well during a security
assessment, especially when combined with the site operator, which secures the first position
in our list. As you become more and more comfortable with Google, you’ll certainly add to
this list, modifying a few searches and quite possibly deleting a few, but the searches here
should serve as a very nice baseline for your own top 10 list. Without further ado, let’s dig
into some queries.

site

The site operator is absolutely invaluable during the information-gathering phase of an
assessment. Combined with a host or domain name, this query presents results that can be
overwhelming, to say the least. However, the sife operator is meant to be used as a base
search, not necessarily as a standalone search. Sure, it’s possible (and not entirely discouraged)
to scan through every single page of results from this query, but in most cases it’s just down-
right impractical.

Important information can be gained from a straight-up site search, however. First,
remember that Google lists results in page-ranked order. In other words, the most popular
pages float to the top. This means you can get a quick idea about what the rest of the
Internet thinks is most worthwhile about a site. The implications of this information are
varied, but at a basic level you can at least get an idea of the public image or consensus
about an online presence by looking at what floats to the top. Outside the specific site
search itself, it can be helpful to read into the context of links originating from other sites. If
a link’s text says something to the effect of “CompanyXYZ sucks!” there’s a good chance
that someone is discontent about CompanyXYZ.

As we saw in Chapter 5, the site search can also be used to gather information about the
servers and hosts that a target maintains. Using simple reduction techniques, we can quickly
get an idea about a target’s online presence. Consider the simple example of site:nytimes.com
—site:www.nytimes.com shown in Figure 7.1.
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Figure 7.1 Site Reduction Reveals Domain Names

enNea site:nytimes.com -site:www.nytimes.com - Google Search
| « | | 4 | | + | |G|http:waw,google.com,"sem ~ Q- sitemnytimes.com -site:www.nytimes.com
Web Images Wideo News Maps Gmail more ¥ Sign in

GO [_ )g[e siternytimes.com -sitelwww.nytimes.com Search W

New! View and manage your web history

Web Results 1 - 10 of about 31,600,000 from nytimes.com for -site:www.nytimes.com. (0.31 seconds)

Theater - Broadway - New York Times

Find theater news, reviews & showtimes for Broadway, Off Broadway, Off Broadway &
Lendon shows. Buy theater tickets online and receive special discount ...
theater.nytimes.com/ - 6 hours ago -

The New York Times - Breaking News, World News & Multimedia

Find breaking news, multimedia, reviews & opinion on Washington, business, sports, movies,
travel, books, jobs, education, real estate, cars & more.

www2.nytimes.com/ - 55 minutes ago -

The New York Times & Monster - Search Jobs

[Your user agent does not support frames or is currently configured not to display frames.
Howewver, you may visit the related decument.] ...

salary.nytimes.com/ -

Real Estate - Sales, Rentals, Homes, Apartments, Open Houses, FSBO ...
Find a new home. Search real estate listings to buy and sell a house, townhouse, apartment,
co-op, cooperative, condo, condominium, loft, penthouse in ...

realestate.nytimes.com/ -

This query effectively locates hosts on the nytimes.com domain other than www.
nytimes.com. Just from a first pass, Figure 7.1 shows three hosts: theater.nytimes.com,
www2.nytimes.com, salary.nytimes.com and realestate.nytimes.com. These may be hosts, or
they may be subdomains. Further investigation would be required to determine this. Also
remember to validate your Google results before unleashing your mega-scanner of choice.

intitle:index.of

intitle:index.of 1s the universal search for directory listings. Directory listings are chock-full of
juicy details, as we saw in Chapter 3. Firing an intitle:index.of query against a target is fast and
easy and could produce a killer payoft.

error | warning

As we've seen throughout this book, error messages can reveal a great deal of information
about a target. Often overlooked, error messages can provide insight into the application or
operating system software a target is running, the architecture of the network the target is
on, information about users on the system, and much more. Not only are error messages
informative, they are prolific. This query will take some playing with, and 1s best when com-
bined with a site query. For example, a query of (“for more information” | “not found”) (error |
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Figure 7.2 The Word Error Is Very Common in a Document Title

’6 00 ("for more information™ | "not found™) (error | warning) - Google Search

| < | |?| |T| [Glhttp:/ jwww.ge~ Q- (for more information” | “not found") (error | warning)

ltem Not Found error | Gallery

Error. Item not found. Back to the Gallery Error Detail - Error
(ERROR_MISSING_OBJECT). * in
medules/core/classes/GalleryStorage/Gallery StorageExtras.class ...
gallery.menalto.com/node/68122 - 11k - -

Document not found error 404

We couldn't find the page you requested, so we're reporting a "Server Error 404",
Unfortunately, the page you're looking for is not available. ...
nodeadlines.com/404.html - 2k - -

PC Hell: How to Fix Autochk Program Not Found error when booting ...
"Autochk Program Not Found" error when Windows Boots ... With its intelligent alert
warning system and full quarantine, backup and restore features, ...
www.pchell.com/support/autochknotfound.shitml - 38k - -

File not found (Error 404), The Carnegie Library of Pittsburgh
File not found. (Error 404). We have recently redesigned our website and we may have

moved or removed the page you are looking for. ... .
www.clpgh.org/warhel/ - 12k - - v

| = ) Al
Display a menu

Unfortunately, some error messages don’t actually display the word error, as shown in the

R N1S

SQL located with a query of “access denied for user” “using password” shown in Figure 7.3.

Figure 7.3 Where Errors Hide, Warnings Lurk

-'he a6 iUn error ha ocurrido!
| « | | (4] | | + | Qhttp:H64.233,169.104f’sear“ Q- intitle:error “using password"

Warning: mysql_connect(}: Access denied for user 'bduser'@'localhost’ (using password: YES) in
fhome2/pymes/public_html/foro/findex.php on line 52

Warning: mysgl_select_db(}: Access denied for user 'nobedy'@'localhost’ (using password: NO} in m
Sfhome2/pymes/public_html/foro/index.php on line 53

Warning: mysqgl_select_db(}: A link to the server could not be established in
Sfhome2/pymes/public_html/foro/index.php on line 53

Warning: mysql_guery(}: Access denied for user 'nobedy'@'localhost’ (using password: NO} in
Sfhome2/pymes/public_html/foro/Sources/Subs.php on line 1008

Warning: mysqgl_query(}: A link to the server could not be established in
Sfhome2/pymes/public_html/foro/Sources/Subs.php on line 1008

Warning: mysql_guery(}: Access denied for user 'nobedy'@'localhost’ (using password: NO} in
fhome2/pymes/public_html/foro/Sources/Subs.php on line 1009

Warning: mysgl_query(}: A link to the server could not be established in &

fhome2/pymes/public_html/foro/Sources/Subs.php on line 1009 v

[ = =) <l»
__Display a menu

This error page reveals usernames, filenames, path information, IP addresses, and line
numbers, yet the word error does not occur anywhere on the page. Nearly as prolific as error
messages, warning messages can be generated from application programs. In some cases,
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however, the word warning is specifically written into the text of a page to alert the Web user
that something important has happened or is about to happen. Regardless of how they are
generated, pages containing these words may be of interest during an assessment, as long as
you don’t mind teasing out the results a bit.

login | logon

As we’ll see in Chapter 8, a login portal is a “front door” to a Web site. Login portals can
reveal the software and operating system of a target, and in many cases “self-help” documen-
tation is linked from the main page of a login portal. These documents are designed to assist
users who run into problems during the login process. Whether the user has forgotten a
password or even a username, this documents can provide clues that might help an attacker,
or in our case a security tester, gain access to the site.

Many times, documentation linked from login portals lists e-mail addresses, phone num-
bers, or URLs of human assistants who can help a troubled user regain lost access. These
assistants, or help desk operators, are perfect targets for a social engineering attack. Even the
smallest security testing team should not be without a social engineering whiz who could
talk an Eskimo out of his thermal underwear. The vast majority of all security systems has
one common weakest link: a human behind a keyboard. The words login and logon are
widely used on the Internet, occurring on millions of pages, as shown in Figure 7.4.

Figure 7.4 login and logon Locate Login Portals

enon login | logon - Google Search
| < | |£| |1| [Clhttp: ¢ jwww.g = Q- login | logon
Logon

Current highlights. We're making it even easier in NetBank. Preview now. Upgrade your
NetBank security with free NetCode SMS. ...
wwwa.netbank.commbank.com.au - 12k -

Login - PayPal

paypal lets you send money to anyone with email. paypal is free for consumers and works
seamlessly with your existing credit card and checking account.
https:/fwww.paypal.com/cgi-binfwebscr?emd=_login-run - 17k -

Login to your Photobucket.corn account

Photobucket offers image hosting, free photo sharing and video sharing. Upload your photos,
host your videos, and share them with friends and family.

photobucket.com/legin - 13k -

Developer Network and Registered User Login

Logon ... Developer Network and Registered User Login. Login name:. or Email address:.
Password:. Cookie Duration: (Number of days for USER cookie to last. ...
https://members_borland.com/ - 10k - -

Also common is the phrase login trouble in the text of the page. A phrase like this is
designed to steer wayward users who have forgotten their login credentials. This info is of
course very valuable to attackers and pen testers alike.
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username | userid |
employee.ID | “your username is"”

As we’ll see in Chapter 9, there are many different ways to obtain a username from a target
system. Even though a username is the less important half of most authentication mecha-
nisms, it should at least be marginally protected from outsiders. Figure 7.5 shows that even
sites that reveal very little information in the face of a barrage of probing Google queries
return many potentially interesting results to this query. To avoid implying anything negative
about the target used in this example, some details of the figure have been edited.

Figure 7.5 Even "“Tight-Lipped” Sites Provide Login Portals

rﬂ non Google Search: site: username | employee.lD | “your username is”

| L) | | ¢ | € hip:/ jwww.google.com/search?hi=en&Ir=& = QO username [ employee.ID / "your usi

Web Images Groups News Froogle more »

- % Advanced Search
O ) ; e site: username | employee.lD | “your usernam Search | Broferances

Web Results 1 - 10 of about 92 from for username | employee.ID | “your username is". (0.83 s

- Login to Your Preferences Profile
... Please note that is a safe, private area that only you can
access with a username and password. ... Username: (Select any username you like). ..
'domreg. nsf /NewAcc?OpenForm - 31k -

- Lost Password
... IMPORTANT: Your username and e-mail address must match the entries you made when
you initially registered at this site. All fields are required. Username: ...
domreg.nsfiLPw?OpenForm - 27k -

.. For United States based users, your logon id is employee ID number (the
e|qht digit number, starting with * [}[} , found beneath your name in the upper .
EAQ/FAQ-XMS1-5.HTM - 10k -

€ : ] P
Go to “http: / fwww.google.com/options,” &

The mere existence of the word username in a result is not indicative of a vulnerability,
but results from this query provide a starting point for an attacker. Since there’s no good
reason to remove derivations of the word username from a site you protect, why not rely on
this common set of words to at least get a foothold during an assessment?

The word password is so common on the Internet, there are over a billion results for this
one-word query. Launching a query for derivations of this word makes little sense unless you
actually combine that search with the site operator.

During an assessment, it’s very likely that results for this query combined with a site
operator will include pages that provide help to users who have forgotten their passwords. In
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some cases, this query will locate pages that provide policy information about the creation of
a password. This type of information can be used in an intelligent-guessing or even a brute-
force campaign against a password field.

Despite how this query looks, it’s quite uncommon for this type of query to return
actual passwords. Passwords do exist on the Web, but this query isn’t well suited for locating
them. (We’ll look at queries to locate passwords in Chapter 9.) Like the login portal and
username queries, this query can provide an informational foothold into a system. Most
often, this query should be used alongside a site operator, but with a little tweaking, the
query can be used without sife to illustrate the point, as shown in Figure 7.6.“Forgotten
password” pages like these can be very informative.

Figure 7.6 Even Without site, This Query Can Locate User Login Help Pages

[ EBLA] password | passcode | "your password is" reminder forgotten - Google Search
| « | | (] | | + | |G|http:f,"www,googl ~ Q- password | passcode | "your password is” reminder forgotten
Web Images Video News Maps Gmail more v Sign in

GO [,_ )gle passwerd | passcode | "your password is” reminder fo “search W

New! View and manage your web history
Web Results 1 - 10 of about 1,480,000 for password | passcode | "your password is" reminder forgotten. (0.19 seconds)

SAMS: Subscriber Services : Password reminder

Administrators: If you have forgotten your administrator password, please go to the Contact
Us page. Institutional and consortial subscribers: If you are ...
https://subscriberservices.sams.oup.com/ views/password_reminder.html - 7k -

BostonApartments.com -- Password Reminder
Please enter your email address.
www.bostonapariments.com/agencyAreaPasswordReminder.php - 6k -

Lycos - Meet you there: Forgotten your password?

If you have forgotten your member name, you will have to register again. Usemame: Email
me my password Ask me my reminder question ...
login.lycos.co.uk/lsu/lsu_password.php - 8k -

admin | administrator

The word administrator is often used to describe the person in control of a network or
system. There are so many references to the word on the Web that a query for admin |
administrator weighs in at a half a billion results. This suggests that these words will likely be
referenced on a site youre charged with assessing. However, the value of these and other
words in a query does not lie in the number of results but in the contextual relevance of the
words. Tweaking this query, with the addition of “change your” can return interesting results,
even without the addition of a sife operator, as shown in Figure 7.7.
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Figure 7.7 Admin Query Tweaked and Focused

[ RBLA] admin | administrator "contact your" - Google Search
| <4 | | 4 | | + | [Clhttp:/ jwww.go ~ Q- admin | administrator "contact your”
Web |mages Video MNews Maps Gmail more v Sign in Fr

- - - m '3 % Advanced Search
GO[_ )gle admin | administrator “contact your’ Search W

New! View and manage your web history
Web Results 1 - 10 of about 1,910,000 for admin | administrator "contact your". (0.18 seconds)

State Administrators Contact List - Recreational Trails Program - FHWA

Alice Burke, Grants Administrator 615-632-0765; Fax: 615-632-0778 alice.burke@state.tn.us
- TEXAS Andrew Goldbloom, Program Admin Texas Parks and Wildlife ...
www.fhwa.dot.gov/environment/rectrails/ripstate.htm - 42k - -

Staff Contacts [NIDCD Funding for Research] L
Staff Contacts. NIH/NIDCD Executive Plaza South, Room 400C 6120 Executive Boulevard,

MSC 7180 Bethesda, Maryland 20892-7180 ...

www.nidcd.nih.gov/funding/apply/staff.asp - 21k -

Contact your Igps administrator

If you need specific information about your personal benefits you need to contact your local
administrator. Your administrator is based on where you work ...
www.lgps.org.uk/contact/ - 12k - -

The Daily Blog | Testing Update: Contact Your System Administrator

What do you mean, "Contact your system administrator”. ... Oooh, and another copy of the
exception message thrown on the admin conscle. That's nice. ...
www.networkcomputing.com/blog/dailyblogl archives/2006/01/testing_update_3.html - 82k -

Contact Your Site Administrator

Contact Your Site Administrator Complete the form below to contact your site
administrator for assistance. First Name :. Last Name :. Phone:. Email : ...
asminternational.socratease.com/ SocratEase/contactadminform.gpi - 13k -

Display a menu

i

The phrase Contact your system administrator 1s a fairly common phrase on the Web, as are
several basic derivations. A query such as “please contact your * administrator” will return results
that reference local, company, site, department, server, system, network, database, e-mail, and
even tennis administrators. If a Web user is told to contact an administrator, odds are that
there’s data of at least moderate importance to a security tester.

The word administrator can also be used to locate administrative login pages, or login
portals. (We’ll take a closer look at login portal detection in Chapter 8.) A query for “admin-
istrative login” returns millions of results, many of which are administrative login pages. A
security tester can profile Web servers using seemingly insignificant clues found on these
types of login pages. Most login portals provide clues to an attacker about what software is
in use on the server and act as a magnet, drawing attackers who are armed with an exploit
for that particular type of software. As shown in Figure 7.8, many of the results for the com-
bined admin query reveal administrative login pages.
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Figure 7.8 admin login Reveals Administrative Login Pages

8Nee "administrative login" | "admin login" - Google Search

| < | |z| |I| |Gl http: ¢ jwww.go = O “administrative login” | “admin login"

Web Images Video News Maps Gmail more v Sign in

GO [_ )8[6 “administrative login® | "admin login® “Search | W
New! View and manage your web history
Web Results 1 - 10 of about 2,480,000 for "administrative login® | "admin login". (0.15 seconds)

How to login as Administrator in Windows XP?
adminstrator login xp, enable administrator welcome screen xp.
windowsxp.mvps.org/admins.htm - 13k -

Administrative Login

ERes Administrative Login. Usemame:. Password:. Check to change password or cther
account information. Cancel action. Impertant waming:, Unless otherwise ...
eres.berkeley. edu/admin/crdocs.asp - 10k -

Administrative Login

Administrative Login. User Name:. Password:. Related Links. Testing Services Test
Improvement Guides. Copyright © 1994-2007, Bngham Young University. .
https://lexamstat.byu.edu/login/admin - 3k -

Top Producer® Websites Customer Login

https:/fwww. topproducerwebsite.com/ - 1k -

Originator Network - Login

Originator Network. Taking Your Business to the Next Level. Login. Email Address:.
Password:. Remember login name - Forgot your password? Refer a client ...
hitps://www.criginatornetwork.com/ - 10k - -

Admin Login
Mal's e-commerce. mTracker Affiliate Login. Usemame. Password.
www.aitsafe.com/mtracker/ - 2k - - A

Display a menu

Another interesting use of the administrator derivations is to search for them in the URL
of a page using an inurl search. If the word admin is found in the hostname, a directory
name, or a filename within a URL, there’s a decent chance that the URL has some adminis-
trative function, making it interesting from a security standpoint.

—ext:html —ext:htm
—ext:shtml —ext:asp —ext:php

The —ext:html —ext:htm —ext:shtml —ext:asp —ext:php query uses ext, a synonym for the filetype
operator, and is a negative query. It returns no results when used alone and should be com-
bined with a sife operator to work properly. The idea behind this query is to exclude some
of the most common Internet file types in an attempt to find files that might be more inter-
esting for our purposes.

As you’ll see through this book, there are certainly lots of HTML, PHP, and ASP pages
that reveal interesting information, but this chapter is about cutting to the chase, and that’s
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what this query attempts to do. The documents returned by this search often have great
potential for document grinding, which we’ll explore in more detail in Chapter 10. The file
extensions used in this search were selected very carefully. First, www.filext.com (one of the
Internet’s best resources for all known file extensions) was consulted to obtain a list of every
known file extension. Each entry in the list of over 8000 file extensions was converted into
a Google query using the filetype operator. For example, if we wanted to search for the PDF
extension, we might use a query like filetype: PDF to get the number of known results on the
Internet. This type of Google query was performed for each and every known file extension
from filext.com, which can take quite some time, especially when done in accordance with
Google Terms of Use agreement. (*cough*) Once the results were gathered, they were
sorted in descending order by the number of hits. The top thirty results of this query are
shown in Table 7.1.

Table 7.1 Top 30 File Extensions on the Internet

Extension Approximate Number of Hits
HTML 4,960,000,000
HTM 1,730,000,000
PHP 1,050,000,000
ASP 831,000,000
CFM 481,000,000
ASPX 442,000,000
SHTML 310,000,000
PDF 260,000,000
JSP 240,000,000
cal 83,000,000
DO 63,400,000

PL 54,500,000
XML 53,100,000
DOC 42,000,000
SWF 40,000,000
PHTML 38,800,000
PHP3 38,100,000
FCGI 30,300,000
TXT 30,100,000
STM 29,900,000
FILE 18,400,000

Continued
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Table 7.1 continued Top 30 File Extensions on the Internet

Extension Approximate Number of Hits
EXE 17,000,000

JHTML 16,300,000

XLS 16,100,000

PPT 13,000,000

DLL 12,900,000

PS 10,400,000

GZ 10,400,000

STORY 9,850,000

X 8,640,000

This table reveals the most common file types on the Internet, according to Google. So
a site search combined with a negative search for the top ten most common file types can
lead you right to some potentially interesting documents. In some cases, this query will need
to be refined, especially if the site uses a less common server-generated file extension. For
example, consider this query combined with a sife operator, as shown in Figure 7.9. (To pro-
tect the identity of the target, certain portions of the figure have been edited.)

Figure 7.9 A Base Search Combined with the site Operator

el Google Search: —ext:html -ext:htm -ext:shtml -ext:asp —ext:php site:

| 4 » | | [ | |G|http:waw,google.c0| = O -ext:html -ext:htm -ext:shtml -ext:asp -ext:php site:

Web Images Groups News Froogle more»

( ‘;0 [ )g[e -ext:html —ext:htm -ext:shtml -ext:asp -ext:php -ext Search ) W

Web Resuits 1 - 10 of about 10,300 from for -ext:html -ext:htm -ext:shtml -ext:asp -ext:php. (0.16 sect
WWW. /membersiforgot password.aspx

Learning Alliance - Search for a Training Provider
Find Training. About the CLA program. Become a CLA partner. Related resources. Search
for Training Materials. TechCareer Compass (TCC). need login assistance? ...

cla. - 27k - Nov 7, 2004 -
Certification
Certification certification is an international industry
credential that validates the knowledge of technical and non-technical ...
WWW. Jcertification/inet/default.aspx - 29k - Nov 7, 2004 - - .
A4

€ ] 4
Display a menu A

As revealed in the search results, this site uses the ASPX extension for some Web con-
tent. By adding —ext:aspx to the query and resubmitting it, that type of content is removed
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from the search results. This modified search reveals some interesting information, as shown
in Figure 7.10.

Figure 7.10 New and Improved, Juicier and Tastier

[GES N Google Search: —ext:html —ext:htm -ext:shtml -ext:asp -ext:php -ext:aspx il
| -4 | | ¢ | thtp:ﬁwww,google.comf’y ~ Qr -ext:html -ext:htm -ext:shtml -ext:asp -ext:php —ext:aspx
Web Images Groups News Froogle more» M

( ‘;0 [ )g[e —ext:html —ext:htm -ext:shtml -ext:asp -ext:php -ext “Search W

Web Results 51 - 60 of about 674 from for -ext:html -ext:htm -ext:shtml -ext:asp -ext:php -ext:aspx. (0.31 seconds)
https:/iwww. [researchffiles/summaries/Q12003ittrainingbarometersummary4-03 .pdf

Supplemental Result -

dev events/archives/strategiesNAM2003/Strategies %202003%20North%20America%20Attendee %!
Supplemental Result -

jobs ‘ajb.cfm?type=8 -
jobs Ihelp/emp/

hitps:fwww. Imembers/itpro_memb/Downloads%5CITCareerNews%5CCarNews_080902

Supplemental Result -

[PPT] WWW. Imembers/corporate/cybercast/software_services/ASPire_Presentation_022702.ppt
Supplemental Result -

[PDF] WWW. 'sections/services/Serv_Downloads%5CMeet_Minutes%5CIntegral7_Presentation-
10.2002.pdf

File Format: PDF/Adobe Acrobat - View as HTML a
Supplemental Result - v
€ : ] 4k
Display & menu } =

By adding a common file extension used on this site, after a few pages of mediocre
results we discover a page full of interesting information. Result line 1 reveals that the site
supports the HTTPS protocol, a secured version of HTTP used to protect sensitive informa-
tion. The mere existence of the HTTPS protocol often indicates that this server houses
something worth protecting. Result line 1 also reveals several nested subdirectories
(/research/files/summaries) that could be explored or traversed to locate other information.
This same line also reveals the existence of a PDF document dated the first quarter of 2003.

Result line 2 reveals the existence of what is most likely a development server named
DEV.This server also contains subdirectories (/events/archives/strategiesNAM2003) that
could be traversed to uncover more information. One of the subdirectory names,
strategiesNAM?2003, contains a the string 2003, most likely a reference to the year 2003.
Using the incremental substitution technique discussed in Chapter 3, it’s possible to modify
the year in this directory name to uncover similarly named directories. Result line 2 also
reveals the existence of an attendee list that could be used to discover usernames, e-mail
addresses, and so on.
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Result line 3 reveals another machine name, JOBS, which contains a ColdFusion appli-
cation that accepts parameters. Depending on the nature and security of this application, an
attack based on user input might be possible. Result line 4 reveals new directory names,
/help/emp, which could be traversed or fed into other third-party assessment applications.

The results continue, but the point is that once common, purposefully placed files are
removed from a search, interesting information tends to float to the top. This type of reduc-
tion can save an attacker or a security technician a good deal of time in assessing a target.

inurl:temp | inurl:tmp
| inurl:backup | inurl:bak

The inurl:temp | inurl:tmp | inurl:backup | inurl:bak query, combined with the site operator,
searches for temporary or backup files or directories on a server. Although there are many
possible naming conventions for temporary or backup files, this search focuses on the most
common terms. Since this search uses the inurl operator, it will also locate files that contain
these terms as file extensions, such as index.html.bak, for example. Modifying this search to
focus on file extensions is one option, but these terms are more interesting if found in a
URL.

intranet | help.desk

The term intranet, despite more specific technical meanings, has become a generic term that
describes a network confined to a small group. In most cases the term intranet describes a
closed or private network, unavailable to the general public. However, many sites have con-
figured portals that allow access to an intranet from the Internet, bringing this typically
closed network one step closer to potential attackers.

In rare cases, private intranets have been discovered on the public Internet due to a net-
work device misconfiguration. In these cases, network administrators were completely
unaware that their private networks were accessible to anyone via the Internet. Most often,
an Internet-connected intranet is only partially accessible from the outside. In these cases, fil-
ters are employed that only allow access to certain pages from specific addresses, presumably
inside a facility or campus. There are two major problems with this type of configuration.
First, it’s an administrative nightmare to keep track of the access rights of specific pages.
Second, this is not true access control. This type of restriction can be bypassed very easily if
an attacker gains access to a local proxy server, bounces a request oft a local misconfigured
Web server, or simply compromises a machine on the same network as trusted intranet users.
Unfortunately, it’s nearly impossible to provide a responsible example of this technique in
action. Each example we considered for this section was too easy for an attacker to recon-
struct with a few simple Google queries.
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Help desks have a bad reputation of being, well, too helpful. Since the inception of help
desks, hackers have been donning alternate personalities in an attempt to gain sensitive infor-
mation from unsuspecting technicians. Recently, help desk procedures have started to address
the hacker threat by insisting that technicians validate callers before attempting to assist
them. Most help desk workers will (or should) ask for identifying information such as user-
names, Social Security numbers, employee numbers, and even PIN numbers to properly vali-
date callers’ identities. Some procedures are better than others, but for the most part, today’s
help desk technicians are at least aware of the potential threat that is posed by an imposter.

In Chapter 4, we discussed ways Google can be used to harvest the identification infor-
mation a help desk may require, but the intranet | help.desk query is not designed to bypass
help desk procedures but rather to locate pages describing help desk procedures. When this
query is combined with a site search, the results could indicate the location of a help desk
(Web page, telephone number, or the like), the information that might be requested by help
desk technicians (which an attacker could gather before calling), and in many cases links that
describe troubleshooting procedures. Self-help documentation is often rather verbose, and a
crafty attacker can use the information in these documents to profile a target network or
server. There are exceptions to every rule, but odds are that this query, combined with the
site operator, will dig up information about a target that can feed a future attack.
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Summary

This list may not be perfect, but these 10 searches should serve you well as you seek to com-
pile your own list of killer searches. It’s important to realize that a search that works against
one target might not work well against other targets. Keep track of the searches that work
for you, and try to reach some common ground about what works and what doesn’t.
Automated tools, discussed in Chapters 11 and 12, can be used to feed longer lists of Google
queries such as those found in the Google Hacking Database, but in some cases, simpler
might be better. If you're having trouble finding common ground in some queries that work
for you, don’t hesitate to keep them in a list for use in one of the automated tools we’ll dis-
cuss later.

Solutions Fast Track

site

M The site operator is great for trolling through all the content Google has gathered
for a target.

M This operator is used in conjunction with many of the other queries presented
here to narrow the focus of the search to one target.

intitle:index.of

M The universal search for Apache-style directory listings.

M Directory listings provide a wealth of information for an attacker.

error | warning

M Error messages are also very revealing in just about every context.

M In some cases, warning text can provide important insight into the behind-the-
scenes code used by a target.

login | logon
M This query locates login portals fairly eftectively.

M It can also be used to harvest usernames and troubleshooting procedures.
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username | userid | employee. ID | “your username is”

M This is one of the most generic searches for username harvesting.

M In cases where this query does not reveal usernames, the context around these
words can reveal procedural information an attacker can use in later offensive
action.

password | passcode | “your password is”

M This query reflects common uses of the word password.

M This query can reveal documents describing login procedures, password change
procedures, and clues about password policies in use on the target. Passcode is
specifically interesting for locating information about conference calls, especially
when used in a Google calendar search.

admin | administrator

M Using the two most common terms for the owner or maintainer of a site, this
query can also be used to reveal procedural information (“contact your
administrator”’) and even admin login portals.

—ext:html —ext:htm —ext:shtml —ext:asp —ext:php

M This query, when combined with the sife operator, gets the most common files out
of the way to reveal more interesting documents.

M This query should be modified to reduce other common file types on a target-by-
target basis.

inurl:temp | inurl:tmp | inurl:backup | inurl:bak

M This query locates backup or temporary files and directories.

intranet | help.desk

M This query locates intranet sites (which are often supposed to be protected from
the general public) and help desk contact information and procedures.
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Frequently Asked Questions

The following Frequently Asked Questions, answered by the authors of this book, are
designed to both measure your understanding of the concepts presented in
this chapter and to assist you with real-life implementation of these concepts. To have
your questions about this chapter answered by the author, browse to www.
syngress.com/solutions and click on the “Ask the Author” form.

Q: If automation is an option, what’s so great about 10 measly searches?

A: Automation tools, such assthese.discussed in Chapters 11 and 12, have their place.
However, the vast majority of the searches covered in large query lists are very specific
searches that target a very smallsminority of Internet sites. Although the effects of these
specific queries are often devastating, it’s often nice to have a short list of powerful
searches to get the creative juices flowing during an assessment, especially if you’ve
reached a dead end using more conventional means.

Q: Doesn’t it make more sense to basea list like"this off a more popular list like the SANS
Top 20 list at www.sans.org/top20?

A: There’s nothing wrong with the SANS Top 20 list, except for the fact that the vast
majority of the items on the list describe vulnerabilities that are not Web-based. This
means that in most cases the vulnerabilities described there cannot be detected or
exploited via Web-based services such as Google.
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